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Abstract 

Learners use digital media during learning for a variety of reasons. Sometimes media use can be considered “on-

task,” e.g., to perform research or to collaborate with peers. In other cases, media use is “off-task,” meaning that 

learners use content unrelated to their current learning task. Given the well-known problems with self-reported data 

(incomplete memory, distorted perceptions, subjective attributions), exploring on-task and off-task usage of digital 

media in learning scenarios requires logging activity on digital devices. However, we argue that logging on- and off-

task behaviour has challenges that are rarely addressed. First, logging must be active only during learning. Second, 

logging represents a potential invasion of privacy. Third, logging must incorporate multiple devices simultaneously 

to take the reality of media multitasking into account. Fourth, logging alone is insufficient to reveal what prompted 

learners to switch to a different digital activity. To address these issues, we present a contextually activated logging 

system that allows users to inspect and annotate the observed activities after a learning session. Data from a 

formative study show that our system works as intended, and furthermore supports our assumptions about the 

diverse intentions of media use in learning. We discuss the implications for learning analytics. 

 

Notes for Practice 

• Activities on digital devices are an integral part of daily learning, but there is insufficient ecologically 
valid data on digital device use during learning. 

• Existing tracking solutions are often insufficient because they do not allow contextualization of the log 
data to the learning context and to the multi-device realities of academic learning. 

• Our system addresses these issues and allows for the creation of rich data that combines user 
annotations and logging contextualized to learning activities. 
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1. Introduction 

Personal digital devices are an essential part of learning in the 21st century. Their use for learning has become ubiquitous and 

indispensable, but they can also substantially interfere with learning goals. Problematic media use is a growing concern, 

particularly for some highly vulnerable populations (Sohn et al., 2019). This calls for increased research into the phenomenon 

and possible solutions. 

Media use during learning can be described as the use of media for either on-task or off-task purposes (Liu et al., 2021; 

Wood & Zivcakova, 2015). On-task use aims to support the learning process. Examples include researching a topic, watching 

a lecture video, or collaborating online. On the other hand, digital media can be used in a variety of ways that having nothing 
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to do with the task at hand: Playing a video game, using social media, or surfing news sites can distract learners by providing 

alternative, potentially more enjoyable activities. Of course, these activities are only a problem if they interfere with personal 

goals or well-being, which is indeed often the case: Media use that interrupts learning is widespread (Calderwood et al., 2014), 

is associated with worse academic performance (e.g., Jamet et al., 2020; Masood et al., 2020; Patil et al., 2019), and has 

negative effects on various markers of well-being and mental health (Demirci et al., 2015; Sohn et al., 2019). It, therefore, 

makes a difference to the interpretation of device usage data whether someone is learning or just enjoying their free time. 

During learning, it also makes a difference whether someone is using a device to support learning or to distract themselves. 

The ability to make these distinctions is necessary to answer several questions in the field of technology-enhanced learning. 

The mental costs of task-switching have been well documented in the fields of cognition and neuroscience (e.g., Fischer & 

Plesow, 2015; Jeong & Hwang, 2016; Parry & le Roux, 2019). However, our research aims to expand our understanding of 

why and how task-switching occurs (e.g., Liu et al., 2021; Dönmez & Akbulut, 2021; Baumgartner & Wiradhany, 2022) and 

its potential impact on the overall learning process. 

Fundamental questions about the use of media for learning are still unresolved. For example, while there are laboratory 

studies that capture the extent and patterns of media use during learning (Calderwood et al., 2014; Rosen et al., 2013), there is 

a lack of objective data on how this behaviour occurs while learning at home (Wang et al., 2015). This includes questions 

about how often and how long learners switch to off-task content, which content is involved, how it affects learning outcomes, 

and if behaviour can be classified as modern (post-pandemic) learning strategies (Popławska et al., 2021; Beuckels et al., 

2021). There is also the open question of when and how a switch to learning-relevant content can lead to learners losing sight 

of their actual goal and becoming engaged in off-task content. Such questions have direct relevance to course design 

considerations. For example, if it becomes apparent that links to external websites such as YouTube lead to a loss of 

engagement, then a stronger effort can be made to avoid this. 

Another area where a distinction between on- and off-task use could contribute is digital self-control tools, which are apps 

and programs designed to prevent distractions from digital media by, for example, blocking distracting websites. These tools 

should only be active during learning, and they should not interfere with on-task media use for learning purposes, or during 

leisure time (Lyngs et al., 2020). The fact that most tools cannot make this distinction is a drawback to their adoption, and 

users stop using them even though they are actually helpful (Lyngs et al., 2022). It is an important and open question whether 

it is possible to develop tools that can make the distinction between off-task distractions and leisure time use (Biedermann et 

al., 2021). 

To gain insight into the behaviours associated with on- or off-task media usage, the challenge is to record activities as 

accurately as possible, while at the same time knowing the motive behind each of them. Yet, almost all of what we know about 

media use during learning comes from studies that either use self-reports, which provide aggregations over longer periods of 

time, or from observations in the classroom (Jamet et al., 2020) or in a monitored learning environment (Calderwood et al., 

2014; Liu et al., 2021). Both types of obtaining data about media use have severe limitations. 

Observation studies are costly and time consuming, both for the researchers and for the participants. Furthermore, they 

lack external validity as they do not provide the possibility to observe behaviour in the field, for instance, learning at home. 

As a result, most studies use self-reporting, even though self-reporting of media use has been repeatedly shown to be highly 

inaccurate. A review and meta-analysis by Parry et al. (2021) found that self-reported and logged media use correlate only 

moderately. These results can be attributed to various aspects biasing the reliability of self-reported media use. For example, 

explicit awareness and memory are limited, and arguably particularly so for habitual behaviour (Sniehotta & Presseau, 2012). 

Thus, recalling all the apps and websites that one has used throughout a longer time span is particularly challenging. For 

instance, a self-report about media usage during one lecture (Jamet et al., 2020) covers a range of more than an hour, a time 

span during which typically dozens of different digital activities occur, potentially on many devices simultaneously (May & 

Elder, 2018). 

Automatic logging of device activity can provide the means to avoid the limitations of direct observations and self-reports. 

However, there are challenges to this type of data collection, both technically and fundamentally. For example, when we are 

interested in the internal states of a learner — their goals and intentions that drive their media use, i.e., in the distinction 

between on-task and off-task behaviour — then logs of device use can prove insufficient as well. 

Thus, to bridge the gap between the advantages of automatic logging (i.e., the accuracy) and self-reports (i.e., the way to 

obtain information about internal states), we present a system that uses automated logging and is enriched by user annotations. 

To delineate the need for the various components of the logging system, we begin by describing its requirements. 

2. Requirements for Automatic Logging of On- and Off-Task Behaviour 

A multitude of apps, browser extensions, and programs exist that log device usage data, some pre-installed on operating 

systems, to help users keep track of their usage times (Roffarello & De Russis, 2019). When using a logging application on a 
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single device to collect research data, the resulting data set would have several limitations: 1) there would be no way of telling 

which part of the data was generated during learning; 2) there would be no information about the activities on other devices 

that a user might have used at the same time; 3) the data would not reveal why an activity was performed. 

2.1. Accounting for the Learning Context 

Logging should only be active in the context that is the subject of the research; otherwise we receive a lot of data that is of no 

interest. Even more problematic is that with such data, we also don’t even know what data has been generated during learning 

in the first place. How can contextual logging be activated? The simplest way would be to let participants activate and 

deactivate the logging themselves. The glaring problem is that participants must remember to perform the activation and 

deactivation. If they forget to turn it on, there is no data. If they forget to turn it off, the data is no longer correctly 

contextualized. A more comfortable way would be via automatic context detection via sensors (Ciordas-Hertel et al., 2021). 

This is a promising avenue, but right now this is still early research that would also require that all participants own and wear 

mobile sensors like smartwatches. Another approach, and the one that we have chosen, is the activation through the detection 

of activity on learning materials in an online learning environment. Whenever a participant is active in the learning material, 

we can say with high confidence that they have an intention to learn. Once they stop their activity on the material for a longer 

time, we can infer that they have likely stopped learning. The caveat is that we are not able to tell whether they continued 

learning with materials that may not be part of the online learning environment, but wherever this activation is possible, we 

get data that is highly contextualized. 

2.2. Logging Multiple Data Sources 

Practically every college student owns a smartphone and many students also own a second device such as a notebook or tablet 

(Poll, 2015, p. 20). To gain insights into media behaviour, this circumstance must be considered. Imagine the situation where 

a student is studying and researching on a notebook while regularly distracting themselves with chats on their smartphone. By 

only logging activities on the notebook, we report on students who never distract themselves and only use media extremely 

diligently for learning-related activities. This leads to biases in the log data. 

However, we must address the fact that logging is not equally possible on all types of devices. Especially in the walled 

gardens of mobile operating systems, capabilities are often restricted by the system vendors, and these restrictions also tend to 

change over time. Collecting usage data may be possible in one version of an operating system, but not on a later version. At 

this point in time, logging of activity in the browser, on computers, and on Android devices is possible, but on iOS devices 

only vendor-provided system apps can log app usage data automatically. 

Ignoring iOS devices — which make up between a quarter and two-thirds of all devices — would introduce a significant 

bias in the data. To deal with this constraint, one can ask the users for “data donations” (Ohme et al., 2021). With data donations, 

participants voluntarily provide device logs to the researchers. We included this data collection approach in our logging system 

and fused the iOS data donations with the data from the other data sources. 

In the study by Ohme et al. (2021), the authors report that data donations required technical skills from the participants, 

which sometimes proved limiting. While the concept of data donations admittedly adds friction to the process, it is currently 

the only way to obtain this data, and it also has the advantage of extending agency to the user while easing some of the privacy 

concerns. As we will argue next, a certain degree of interaction between the user and their logged data is necessary to be able 

to distinguish between on- or off-task device usage. 

2.3. Annotation of Recorded Data 

Many apps and websites can be used both for on- and off-task activities, but a simple measure of usage duration alone will be 

insufficient to distinguish why they were used. Websites such as YouTube contain entertainment, but one can also find a lot 

of high-quality learning content. Messenger apps are another example for dual use. They can be part of a learning process, for 

instance, when exchanging information with teachers or fellow students. On the other hand, they can be a source of distraction 

when messaging disrupts learning. In both cases, simply recording how often and for how long these technologies were used 

would not suffice to know whether the use should be considered on- or off-task. 

To identify whether an activity was on-task or off-task, we can either try to log and analyze even more data, such as 

keyboard inputs, and use this data to try to infer more context. Or we can ask the subjects to review and annotate their data. 

The former, i.e., more data collection, would entail more privacy concerns and, even then, there would be no guarantee that 

the inference would be possible. Therefore, and despite the shortcomings of self-reports, we see it as necessary to include a 

means of asking the users about the logged device activities. 

2.4. Privacy Considerations 

In addition to the technical requirements, there are privacy considerations. Although not requirements per se, considering them 

is still necessary. An ever-increasing part of one’s life is managed on digital devices, and highly private matters like dating 
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activities or doctor’s appointments are organized or carried out via digital devices. It is understandable that users are selective 

with whom they choose to share their data. One could argue that users share their data all the time, and with questionable 

parties for that matter. This appears to be true, and users on digital devices indeed often end up sharing much more data and 

information than they claim is acceptable (Kokolakis, 2017), a phenomenon known as the privacy paradox. However, this does 

not exempt researchers from moral and legal obligations, such as data minimization principles of the European General Data 

Protection Regulation. Further, the privacy paradox does not entail that privacy and trust are inconsequential, as the 

extensiveness of logging has an impact on acceptance and, ultimately, the willingness to participate (Drachsler & Greller, 

2016; Lorenz et al., 2013; May & George, 2011). 

3. Implementation of the Logging System 

We addressed the challenges in the following ways: For the contextual activation, our system is connected to the Moodle 

learning management system (LMS), where activity triggers the activation of the logging system. To incorporate as many data 

sources as possible, we combined automatic logging with data donations. For the enrichment of log-data with self-reported 

data annotation, we created a user-facing website, which gives users the opportunity to review their own data. As a backend 

to combine and process the data, we build upon the “EduTex” system (Ciordas-Hertel et al., 2021). The entire system is 

available online under https://gitlab.com/edutex. 

3.1. Accounting for the Learning Context 

To address the context, the logging was activated whenever any interactions within the LMS were detected via a custom plugin 

that logged all in-browser events like scrolling, clicking, and mouse movements. The logging remained active for 10 minutes 

after the last interaction in the LMS was observed. If the user did not return to the LMS within that period, the data of this 

period was afterwards discarded as not belonging to the learning session. If the user did return within the 10 minutes, then the 

data was logged as during learning. We note that these 10 minutes are a bit arbitrary, and an investigation of the “real” break 

patterns can only occur after the fact. Indeed, investigating these kinds of break patterns is one of the reasons why such a 

logging system is necessary in the first place. Ultimately, we chose the duration of 10 minutes based on the fact that all videos 

in the course were shorter than 10 minutes. So, sitting perfectly still and watching the videos would not result in a session-

break. Furthermore, 10 minutes could be communicated to the learners as a plausible break duration. 

3.2. Logging of Multiple Data Sources and Data Donations 

As data sources, we incorporated the browser, android devices, and iOS devices. Where possible, we used automatically 

triggered logging. For iOS, we used data donations. 

In the browser, we implemented logging via a browser extension for Chrome, Firefox, and Edge browsers. The browser 

extension logged the domain of the currently visited website, while discarding any additional information from the URL (i.e., 

it only logged “example.com” instead of “example.com/user/johndoe”). This was done to reduce privacy concerns because 

other parts of the URL, like the path and parameters, can contain sensitive and personally identifying information. The browser 

extension was distributed through the extension store (Chrome, Edge) and via a download page with instructions (Firefox). 

In the android app, a background service regularly polled the backend to check if it should be active according to the 

activation rule. While it was active, the app logged the package name for each app that a user opened. To access this data, the 

background service used the “UsageStatsManager” API. The app was distributed through the Google Play store. 

To obtain iOS usage data, we used the concept of a data donation by asking users to export and upload their devices 

“privacy report” files. This file contains app usage data, has exact timestamps, and can thus be contextualized to the learning 

activity. We made use of this feature and created an upload functionality where our users can upload their file. The backend 

system retrieved the app identifier and timestamps from the app activity report files, and retroactively contextualized the app 

activity data to the learning session with the LMS log data from the same participant. 

3.3. The Annotation Page 

We created the annotation page as a separate website where participants could review and annotate their own activity during 

learning (see the screenshot in Figure 1). The display of activities was set up so that participants could see one session — 

defined as an activity with no break longer than 10 minutes — at a time. For each activity, participants were asked to annotate 

which need they wanted to fulfill with this activity. The answer options from which the participants could choose were 

“research/information,” “relaxation,” “entertainment,” “social interactions,” “habitual behaviour,” “I don’t want to answer,” 

and “other.” Following a uses-and-gratification-approach, answers hereby attempt to explain actions either through the 

satisfaction of needs or hoped-for benefits (Lin et al., 2014). Multiple selections were possible. For further contextualization 

of the activities, the LMS interactions of the participant were also displayed on the same page. The rationale was to support 

participant recall, so that they could better remember what they were doing and why they chose to initiate an activity. For 
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instance, they might remember that they had to look up something when they were reading a text, or they might remember that 

a video was very boring and so they started chatting. 

Figure 1. Screenshot of the annotation page that was part of a dashboard at the end of the course. 

3.4. Backend System 

The backend system stored, fused, and filtered the various data sources, and managed the activation of the logging where 

applicable. Upon request from the annotation page, the backend calculated sessions according to the activity in the LMS. All 

the activity within that time frame was processed as belonging to that session. Apps and web pages like empty tabs, launchers, 

or system processes were filtered out at this stage because they are only intermediate or sub-activities to the actual activities. 

The backend also performed data processing for presentation purposes. The logs originally contained package names (e.g., 

“com.google.android.gm” instead of “Gmail”) or the domain of a website. The backend tried to obtain user-friendly display 

names and icons for each activity before showing them to the user. This information was not obtainable directly from the logs, 

so we used a mixture of public APIs (for websites and iOS apps) and commercial APIs (for Android apps) to obtain this 

information on the fly. 

4. Formative Study Using the Logging System 

We deployed the system as part of a study on the use of trace data in learning. We use results from this study as indicators to 

examine how our assumptions regarding the contextualization, the use of multiple devices, and the annotation of data are 

supported. 
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4.1. Methods 

The study took place in the last unit of an asynchronous online course for student teachers over a full semester. The topic of 

the full course was the use of digital media in teaching, and the topic of the last unit was learning analytics. The whole course 

was ungraded, but students received ECTS for completing it. The passing criterion was that participants had to answer several 

questions at the end of each course unit. Every learning unit was available for 14 days except for one that took place during 

winter break (28 days). In the last two weeks, where the study took place, the students were instructed to observe their own 

activities during learning. They could do so by either using the logging system, or by self-recording their activities in a 

spreadsheet. Written instructions for setting up the logging on their devices of choice were given at the beginning of the course. 

The learning materials consisted of two texts and two videos. After completing the learning materials in the course, they had 

access to the dashboard. Use of the dashboard was suggested, but not mandatory to complete the course. The students were 

asked for consent on whether their data could be used for research purposes, which was not mandatory. Approval was obtained 

from the ethics committees of the participating institutions. In total, 388 students were enrolled in the course for these two 

final weeks. Out of those, 297 consented to have their data used for scientific analysis. 

4.2. Results 

First, we investigated participation for the various data sources. In total, 177 out of the 297 participants gave their consent and 

recorded any activity on any data source. To examine the extent to which the integration of different data sources played a 

role, we look at which data sources recorded activities. The most recorded data source was the browser (119), followed by iOS 

(75) and Android (26). The majority (135) recorded activity only on one data source, while 41 participants recorded the activity 

of two data sources, and one participant recorded activity on three different data sources. Sixty-two participants decided to use 

the self-report, which we are not analyzing here. 

Regarding the contextual activation, we reviewed the activities that the system recorded during the learning sessions. 

Across all data sources of all consenting participants, 1387 activities were recorded. On average, each participant had 8.11 

activities (SD = 9.10) recorded. From the recorded activities, 1031 were annotated by 163 participants (92%). We cannot know 

if there were activities that were incorrectly contextualized, but neither in the support forum nor in direct messages to the 

course administrators was there any mention of such an issue. 

As an indicator for privacy concerns, we looked at the annotations where a participant chose “Don’t want to answer.” This 

option was chosen for 34 activities from 17 different participants. We checked whether those participants simply labelled all 

their activities as “Don’t want to answer.” This was not the case, and only one of the participants annotated all activities with 

“Don’t want to answer,” suggesting that participants made this choice very deliberately. 

To explore if device usage includes both on-task and off-task purposes, we counted how often participants selected the 

annotation “Research.” This was the most common annotation overall (n = 514, 49.85%), especially in the browser (n = 329, 

79.85%). For the other data sources, the annotations were more evenly distributed (see Figure 2). The browser results show a 

limitation of our logging approach: While the browser extension was capable of recording individual websites, this was not 

possible in the case of mobile browser apps. That is, whenever someone used the browser, the system logged only that the 

browser app was used in general, but not which website was accessed. Thus, the level of detail regarding the websites that 

participants accessed was lower on mobile devices than on the browser extension. 

 
Figure 2. Percentage of the category selected as annotation, differentiated between browsers and mobile devices. 
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We also checked how often the participants annotated the same activity as used both for on-task and off-task purposes. For 

on-task activities, we used only the “research” annotation, and for off-task all annotations that were not “research,” “don’t 

want to answer,” or “other.” We grouped the activities into the categories “browser,” “search engine,” “email,” “video 

platform,” “image platform,” “messenger,” “note taking,” “social media,” and “other” (see Figure 3). In the “other” group 

were apps that we observed only once or twice in total. The results show that 24 different activities share both on- and off-task 

labels. The ratios differ strongly; for instance, the participants annotated browser apps in only 7% of the cases as off-task, 

while messenger apps and websites were annotated as off-task in 81% of the cases. 

 
Figure 3. Categories of digital activities annotated by users as both on-task and off-task. 

We know that self-report data becomes less accurate the longer the time between the event and the report. Thus, we looked 

at the time between the activity and the annotation of the activity. On average, the time difference was 12 hours and 58 minutes 

(SD = 39 hours and 31 minutes). A small number of outliers skew this time difference, with a maximum of 292 hours and 31 

minutes between activity and annotation. Looking at percentiles, we see that most annotations were much closer to the activity: 

50% of the activities were annotated less than 50 minutes after their enactment, 75% of the activities in 1 hour and 38 minutes 

or less, and 99% in 20 hours and 31 minutes or less. 

5. Discussion 

We argued that the logging of digital activities is only capable of distinguishing between on- and off-task activities during 

learning if the following requirements are met. The logging system must be active in the context of the learning, and it must 

be aware of the times where learning starts, and where it ends. Furthermore, logging must be possible from multiple devices 

at the same time, to account for the fact that learners today usually own and use more than one device. Finally, the system 

must be able to distinguish between on- and off-task activities. The results of our study support all these assumptions, and they 

show that our system can capture these differences. 

5.1. Participation Across Data Sources 

The high variation of activities across data sources underlines that capturing only a single data source would be insufficient. 

In our dataset, only a few people logged activities on more than one device. Since we did not ask for reasons for not choosing 

more than one data source, we can only guess the reasons. In some cases, it might be that there was simply no activity on a 

second device. However, it is also very likely that many participants were simply not willing to put in the effort required 

(Jürgens et al., 2020; Makhortykh et al., 2022). Interestingly, the participation rate of iOS users was more than double than 

that of android users. This indicates either a highly skewed sample or that the friction of using this external app was higher 

than it was for the data donation (Ohme et al., 2021). Another observation regarding participation rates was that the highest 

rate was with the browser extension, where the installation was very fast and simple — just two clicks and no login. Another 

possible interpretation is that participants perceived the content of their smartphone to be more privacy sensitive. An 

investigation into these reasons remains an important future step because, as we highlighted, some inference on the data is 

only possible when the activity is logged across all user devices. 

5.2. Annotations and the Distinction Between On- and Off-Task Activities 

The annotations showed that both on- and off-task activities occur during learning; in several cases, the same digital activity 

was used in both contexts. The data annotation is also the part of the system with the most leeway and opportunities for 
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adjustments to different research questions. In the formative study, the goal was to evaluate a uses and gratification approach, 

and the labels that participants could choose from reflected this. Studies with other research questions should consequently 

offer other labels as choices. This also goes hand in hand with how much information is presented to users. While in our study, 

several activities were summarized on one page (for example, displaying only “Wikipedia” instead of listing all Wikipedia 

pages accessed), in other studies it might be necessary to list the information in more detail. Of course, such adaptations also 

result in new requirements for participants. 

Without the user annotations, the distinction into on- and off-task activities would hardly be possible. We therefore see the 

step of data annotation as unavoidable, but we must nevertheless note that they demand a great deal of effort from the learners. 

This consideration comes on top of the general ethical considerations surrounding the collection of data in learning 

environments (Drachsler & Greller, 2016; Slade & Prinsloo, 2013). This is a difficult dilemma to resolve, and we would like 

to emphasize above all that we consider transparency and voluntariness to be essential. We as researchers should always 

consider how we can minimize negative consequences for participants. 

5.3. Contextual Activation 

The contextual activation worked well but relies on the availability of learning materials in an online learning environment 

and the modification of that environment to trigger activation. It is also important to consider how to obtain contextualized 

data when the learning content is not available in a modifiable LMS such as Moodle, and accordingly one does not have an 

automatic trigger available. If automatic activation through an online learning environment is not possible, manual activation 

should be the preferred method. This would leave learners in charge of starting the logging process, which can lead to biases 

due to interpersonal differences, such as between more and less successful self-regulated learners. In future, the differences 

between manual and automatic activation should be evaluated. In this context, there are also promising research approaches to 

automatic context recognition that could trigger logging in the future; future studies could evaluate how well these methods 

are suited to the task (Ciordas-Hertel et al., 2021; Laput & Harrison, 2019). 

5.4. Potential for Educational Technologies and Learning Analytics 

By combining LMS trace data with device activity data, we can gain insights that may not be possible with LMS data alone. 

If we consider that any activity on digital devices leads to a break in interactions in the LMS, we can see that our system could 

help to shed more light on inactivity behaviour in general. This could, for instance, help to further improve the calculation of 

the highly relevant time-on-task indicator. Time-on-task can be calculated differently depending on how sequences of 

inactivity are interpreted (Kovanović et al., 2015; Leinonen et al., 2022) but breaks in the interactions still present a challenge. 

A break in the activity stream could mean that a student was taking notes (i.e., more time spent engaged with the task) or that 

a student was using their smartphone (i.e., less time spent engaged with the task). With our data, one could investigate these 

break patterns and try to determine when a sequence of inactivity should actually mean more time-on-task, and when it should 

be subtracted. 

Looking at interaction data in the context of other media activities also allows us to look for direct connections between 

the two. We could, for example, examine whether there are click- or scroll-level interaction patterns in the LMS that indicate 

an imminent (off-task) disengagement on a digital device. These relationships between user interaction patterns and states of 

disengagement have been studied previously (e.g., Dias da Silva & Postma, 2020; Thorpe et al., 2022), and experimental 

studies have shown that switching between media is heralded several seconds in advance by physiological signals such as skin 

conductance (Yeykelis et al., 2014). As such, one could investigate if and how interactions like mouse movements or scrolling 

patterns in an LMS can also predict switching to off-task activities. If it is possible to find interaction patterns that temporally 

precede off-task behaviour, one could conceive early interventions that might help learners stay on-task, for example by 

warning them of their loss of attention early on. It is not clear whether something like this can be implemented in practice, as 

it depends on whether this temporal prediction is possible at all. However, there are also practical implementations that we 

consider directly feasible. 

Temporal prediction, however, might not even be necessary to improve already existing digital self-control tools like 

website blockers. The learning activity triggers could be directly linked to and activated by these tools only during learning, 

thus avoiding the shortcomings of current tools, which do not distinguish between learning and leisure activities. Without this 

distinction, users must micromanage their self-control tools, and turn them on and off, depending on whether they are learning 

or not. Human habits, conveniences, and forgetfulness can then lead to abandonment of any self-control tool altogether. With 

automatic activation based on learning activity, this burden could be removed. 

5.5. Limitations of the Data and Other Opportunities for Future Work 

The use of our system resulted in a very rich and contextualized dataset, but there is still room for improvement. The 

annotations were not always temporally close to the logged behaviour and thus the risk of inaccurate recall remained (Schwarz, 
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2007; Tourangeau, 2000). Furthermore, despite our efforts to improve the self-report annotations through the contextualized 

activities, we must assume that weaknesses of self-reports are still present, such as social desirability and biased post-hoc 

attributions. We have no way of investigating how prominent these were in our dataset, but there is little reason to assume that 

they would not be present. Future studies could experiment with asking participants more frequently to self-report their 

annotations, e.g., by making use of experience sampling. In general, we relied on proxy indicators for on- versus off-task 

activities. Especially the “research” annotation is subject to interpretation. For instance, participants could have interpreted it 

as “researching what movie to watch later.” We still expect that participants interpreted the annotations mostly as intended, 

but we cannot be completely certain about that. 

In our study, we failed to ask students explicit questions about the acceptability of tracking and annotation efforts. For the 

sake of the validity and reliability of our proposed method, this important aspect should be given more attention in future 

studies. 

We have, thus far, also not included logging for desktop applications. This is important especially for games, which 

typically run as standalone applications on the computer. There is no technical obstacle to that, and it could be included in the 

system in future. 

6. Conclusion 

In this paper, we presented a rationale and a system design for logging of device activity in educational settings to allow for 

the differentiation between on- and off-task activities. Related work shows that media use can have serious adverse 

consequences, but at the same time, the methodology for researching the related phenomena is often inadequate. Self-reports 

lack accuracy, and lab studies lack external validity. Consequently, device use must be logged in order to draw valid inferences, 

and the design of the logging system needs to implement several key functionalities. 

This requires a much higher technical effort for those who want to conduct similar research. It is much easier to issue a 

questionnaire than to create and distribute a logging system. However, the already known shortcomings of self-report 

questionnaires combined with our findings demonstrate the need for thoughtful collection of media use data. This is necessary 

because understanding the positive and negative effects of media use is a key area of research whose validity has suffered from 

inadequate methods. 

With our logging system, we have presented an approach to improve data quality by enriching log data with user 

annotations. Our system can capture data in a way that provides insights into device use during learning that would not 

otherwise be possible. With improved datasets, both basic research and concrete applications such as self-control tools can be 

advanced. 
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